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Instantiating Random Oracle

» Many simple and efficient schemes only have security proof in the ROM.
» Heuristic: Use cryptographic hash functions (e.g., SHA3) to replace RO.
» [CGHO04]:RO is uninstantiable in general.

» There exists an encryption scheme that is secure in the ROM but insecure when RO
is replaced by any function.

» Belief: Counterexamples are artificially contrived.

Remedy:
|. ldentify ‘RO-like’ properties that are sufficient for important applications.
2. Construct hash functions with such properties under well-formed assumptions.

This paper: Universal Computational Extractors and Point Obfuscation




Universal Computational Extractor [BHKI3]

What is a ‘random-oracle-like’ hash function?
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» Easy to distinguish by evaluating at a single point.

» To good to be true...



Universal Computational Extractor [BHKI3]
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0 is unpredictable if x is unpredictable given L
is strongly unpredictable if x is unpredictable given L and y

H is a UCE for (1-query) unpredictable sources if =, holds for all unpredictable Q




Point Obfuscators with Auxiliary Input
(AIPO)

AIPO Multi-Bit AIPO
(for unpredictable sources) (for strongly unpredictable sources )
If x is unpredictable given aux, If x is unpredictable given aux and m.
then then
PO(x) ,aux ~ . PO(null) ,aux MBPO(x,m),aux | =, |MBPO(x,$) ,aux
» PO(x) outputs a program that computes » MBPO(x, m) outputs a program that

the point function 1,. computes the function

» PO(null) outputs a program that

(2) = m ifz=x
computes the all-zero function. Pxm L 0. W.




Constructions of UCE and MB-AIPO

[BM14]

MB-AIPO*
iO + AIPO ‘ Polynomially-many
UCE** » hardcore bits
(for ANY one-way function)

*for strongly unpredictable sources
*for 1-query stronly unpredictable sources

( Puncturable
Assume the existence if AIPO, PRF

iO(PPRF (hk,)) | is UCE®*

is MB-AIPO*.

On input z:
MBPO(x,y) :=i0 ( If z = x output y )
else output L




Our Results

New abstraction
somewhat similar to
witness encryption.

Constructions from Obliviously Programmable Function Z

MB-AIPO*
off | == | aro | mmE) Polynomially-many
UCE** » hardcore bits
(for ANY one-way function)

*for strongly unpredictable sources
*for 1-query stronly unpredictable sources

OPF from lattice assumptions

» Subexponential LWE + (private-coin) evasive LWE

» Similar to CVW witness encryption candidate



Obliviously Programmable Function (OPF)

Keyed function: OPF: K X X — Y with an algorithm OPF.Program.

OPF.Program(C ,y*) » k¢ 4 programmed key ]

A circuit in C A value y* € ¥

» Correctness.|f C computes the point function 1,+,then OPF (k- x*) = y*.
» Privacy. k. computationally hides C provided that

» C computes a point function or the all-zero function

» y* is chosen uniformly at random.

» Value-Hiding. If C computes the all-zero function, then k. computationally hides y*.

Theorem | (OPF > UCE). Let H(hk, x) :== OPF (hk, x).
H.Gen outputs hk « OPF (AllZeroFunction, 0).
If there exists AIPO in C,then H is a UCE (for 1-query strongly unpredictable sources).




Lattice-Based OPF Construction
(based on GGH |5 encoding)



GGH 5 encodings

» Circuits are represented as matrix branching programs (MBPs).

» AMBPT = (v € {0,1}W,{Mi'b} on input x € {0, 1}", output 1 if

i€[h],be{0 ,1})

viIM, =v' My, M,, --M;, = 0,and output 0 otherwise.

M1,0 MZ,O Mh,O

M1,1 M2,1 Mh,l

To encode this MBP:
|. Construct

~ _ - I,
S1p=(In | vIM®S13),S = ( M.

2. GGH.Encode({S;}) = {gl,bAl,Afl(gg,bAg), . .,A,jl@,,”bAh)} where A; « Zgn+nw)><0(nw )
R be{0,1}



GGHI5 encodings (continued)

I on input x € {0,1}", outputs 1 if v M, = 0,and outputs 0 otherwise.

M1,0 MZ,O Mh,O

M1,1 M2,1 Mh,l

To encode this MBP:
|. Construct

Q - ol I, .
S1p=>In|vIM1;®S14),Sip = ( M, @ Si!b) fori=2,....h,

2. GGH.Encode({S;;}) = {’S“l:bAl,A;l(’s“Q,bAQ), . ,A,;_ll(ghibAh)}
T be{0,1}

» Functionality: Given the encodings, one can approximate S,A; = §1,X1§2,x2 §h,thh.
» Security: Encodings are pseudorandom.

» Programmed key kr := encodings

~ *?
» OPF(kr, x) = the approx. of S, A}, given by the encodings. How to program the value at x




Constructing OPF

OPF construction:
* Programmed key kr := encodings
« OPF(kr,x) = the approx. of S, A, given by the encodings.

Si1p=

Iy

|[vIMi, ®8S14),Sip =

I,

> OPF(kF» x) & ngh = (In IVTMx ® Sx) Ah = A_h + (VTMx ® Sx) ’ Ab,
N

» VM, =0 OPF(kp,x*) =~ A,

Top n rows of Ay,

» We can program the value OPF (kr, x*) by controlling A},!

M, , ® Si,b) fori=2,..

For security, we prove that the encodings are pseudorandom.




Security: Reduction via evasive LWE

o~

= 1
Siy=(I,|vIM Si4),Sis=1("" fori=2,...,h,
1,b ( | v M, ® 1,.5) ib ( M., Si!b) or? ;

GGH.Encode({S; ;}) = {51 AL, AT (S24A0), ..., ALY 1(%)}

be{0,1}

The encodings are pseudorandom. This is exactly the
privacy property

we want!

[VWW?22], relying on evasive LWE .

The evaluated products {ngh + Ex}x efoyh e pseudorandom. CC)>
)
Q — A The encoding is pseudorandom if:
SxAp +Ey = h+(VTM Q@ Sy) - Ap +Ey . :
=A, + VM, QD -(1®S,)- A, +E, > F”compLilftes :. po.lnt function or the
~Ap+ (VM ®D-[IXS,) - Ay + E,] af-zero function,

» Aj is chosen uniformly at random.
Pseudorandom by LWE



Putting it together

Theorem 2 (OPF from GGHI5 encodings).
Assuming subexponential LWE and evasive LWE, there exists an OPF for NC1,

Theorem | (OPF & UCE). Let H(hk, x) :== OPF(hk, x).
H.Gen outputs hk <« OPF(AllZeroFunction, 0).
If there exists AIPO in C, then H is a UCE*.

Main Theorem. There exist UCE* and MB-AIPO** under the following assumptions:
I. Subexponential LWE;

2. (private-coin) evasive LWE;

3. the existence of AIPO in NC1.

* for 1-query stronly unpredictable sources
** for strongly unpredictable sources



Discussion

» Programming for all circuits? Programming on more points?
» Can we base the security on standard LWE?

» Closely related to CVW witness encryption.
» Can we Use OPF to instantiate RO in other applications?

» E.g., full domain hash signatures.

Suppose that we have some joint distributions over matrices P, S and
auxiliary information aux. Private-coin evasive LWE assumption postulates
that, for a uniformly random (and secret) matrix B,

if (SB+E,SP+E, aux) ~. (U,U’, aux)

then (SB+E,B '(P), aux) ~. (U, B '(P), aux)
where U, U’ are uniformly random matrices,and E, E " are chosen from the
LWE error distribution.




Thank you for listening! ©

MB-AIPO*

OPF + AIPO ‘ Polynomially-many
t UCE** » hardcore bits

(for ANY one-way function)

Subexponential LWE
+ evasive LWE

*for strongly unpredictable sources
**for 1-query stronly unpredictable sources



